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Any device that can communicate with anything else provides a potential open door for the valuable information it accesses and that 
an organization is responsible for protecting. In our rush to connect everything together, secure information handling is very often an 
afterthought, if ever even a thought at all. 

The broad array of BYOD handsets used for both personal and official use can easily provide a direct gateway from the public internet 
to some very private information. Networked medical devices are also vulnerable to malicious access as are all insecurely created IoT 
devices. In this session we'll look at the best practices for securing this information while limiting usage "friction", from a number of 
key perspectives: 

 BYOD Security - as medical staff who may not even be hospital employees, routinely access patient records with their 
personal devices, what mechanisms can be put in place to insure the security of that information? 

 Medical Device and IoT Security - these devices, while created to save and enhance lives, are often highly vulnerable to 
malicious attack, can this risk be mitigated? 

 Could it be considered negligent to develop and or allow use of devices and applications that are fundamentally insecure? 

 

http://www.healthcareinfosecurity.com/webinars/-w-651?rf=trending 





















 
 


